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Overview / Digital Identity System in the UK

As part of our global survey of digital identity systems, this series of 
comprehensive research maps provides a coherent view of digital identity 
in the United Kingdom. These can be read along with our glossary of core 
concepts and processes. They illustrate the pervasiveness of digital identity, 
as well as dissect digital identity systems in a way that brings attention to the 
actions of key stakeholders, and to kinds of data and how they are shared. 
Designed as stepping stones to further research, the maps facilitate the 
identification of points of accountability and intervention.

The digital ID in the United Kingdom is in the form of GOV.UK Verify 
platform, and systems within the National Health Service (NHS).

GOV.UK Verify was developed by the Government Digital Service (GDS) 
as an identity verification platform to securely access online government 
services. The platform is federated, which means that residents can choose 
from a range of “identity providers” certified by the government. These 
identity providers verify the identities of residents, and provide login 
credentials to them to authenticate their identity. The providers are tasked 
with verifying the information provided by the applicant, and subsequently 
confirming the ID holder’s identity to the government service each time the 
ID holder is accessing that service. Currently, there are five identity providers 
in the UK. These include both private and public sector companies. GOV.UK 
is used across a range of public-sector services such as to apply for universal 
credit, file income tax, monitor state pension, apply for jobs, renew drivers 
license, etc. 

The National Health Service (NHS) is the publicly-funded healthcare system 
of the UK, which uses digital ID  to provide services in the form of a patient 
identifier, the NHS Number, and smartcards for healthcare staff.

https://digitalid.design/new/core-concepts-processes.html#identification-diagram
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Process Maps / Identification and Authentication

The core processes within each digital identity system are being mapped 
in order to evaluate the existing technological and policy decisions. These 
process maps bring forward the advantages and barriers in the mechanisms 
of identification, authentication, and authorisation. These maps follow the 
Swim Lane Model to capture these processes. The use of this technique helps 
to read the processes with clarity, and also points out the multiple possibilities 
at different steps.

The Swim Lane Model represents a process as a sequence of steps, and 
places the entities in different lanes (or columns) to show who is responsible 
for taking those steps. Each column shows the action taken by the respective 
entity. The numbered rows establish the sequence of steps. The arrows 
connect the end of each step to the beginning of the next one. Refer to the key 
on the right to navigate the process maps. They also indicate multiple routes that 
can be taken within a step. Additionally, these process maps highlight the data 
being collected and digital identity artifacts being used in various steps.

ENTITY ENTITY

Description of action  
taken by the ACTOR

 DIGITAL ID ARTIFACT 

2.

3.  OTHER DATA  
& its Description

4.

PROCESS FLOW



Identification
The United Kingdom government uses the GOV.UK Verify platform for authentication (called “identity 
assurance” within this system) in order to provide digital services. The platform uses five commercial identity 
providers to conduct verification — Barclays, Digidentity, Experian, Post Office, and Secure Identity. GOV.UK 
Verify can be used by residents of the UK. There are nineteen online government services that are connected 
to the platform. Different identity providers require different data to conduct verification. The following map 
shows the process of a resident being verified by an identity provider and assigning them a Verify credential 
with corresponding account and login details.

GOV.UK VERIFY

Sl. RESIDENT GOV.UK VERIFY WEBSITE IDENTITY PROVIDER / CERTIFIED 
COMPANY DOCUMENT CHECKING SERVICE

1. Connects to, or is redirected to 
Gov.UK Website

2. Asks  QUESTIONS  of the Resident related to 
IDs they may have, devices 
they use etc.

3. Provides appropriate  RESPONSES  to 
Gov.UK Website

4. Based on  RESPONSES  determines 
appropriate Identity Provider

5. Redirects the Resident to the Identity 
Provider’s Account Creation page

6. On the Identity Holder’s Account 
Creation page –
 
a. Enters  EMAIL  +  BASIC DETAILS  +  
 UK PASSPORT  +  DRIVER’S LICENSE  
+  ADDITIONAL DETAILS  depending on 
the Identity Provider
b. Creates  PASSWORD 
c. Sets up  ACCOUNT SECURITY 

7. Checks  EMAIL, BASIC DETAILS  +  UK PASSPORT  +  DRIVER’S LICENSE  
+  ADDITIONAL DETAILS  depending on the Identity Provider with 
Passport Office + Driver and Vehicle Licensing Agency

8. Uses  MINIMUM DATASET  
and 

 ADDITIONAL  
 ATTRIBUTES  

to create 
and provide
  E-ID  and 

 LOGIN DETAILS  
to the Resident.

Rejects 
Application

9. Sends  MINIMUM 
DATASET  and 
 ADDITIONAL  
 ATTRIBUTES  

under a  PSEUDONYM  
to the Gov.UK Verify 

Website.

YES NO

4
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Identification NHS IDENTIFICATION 
IN UK HEALTHCARE

Sl. RESIDENT NATIONAL HEALTH SERVICE

1. Visits NHS login service

Registers by submitting  IMAGE OF VALID PHOTO ID  +  VIDEO OF RESIDENT 
REPEATING 4 DIGITS RECEIVED AS TEXT MESSAGE 

2. Verifies information by checking with Home Office approved standards

3. NHS provides an  NHS NUMBER  to the Resident. 

Healthcare services in the UK are carried out through the National Health Service. 
Within the NHS, the resident is required to register on the online NHS platform. The NHS 
verifies information provided by the resident and assigns them an NHS number upon 
successful verification.
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Identification SMART CARD IDENTIFICATION  
IN UK HEALTHCARE

Sl. HEALTHCARE STAFF HEALTHCARE PROVIDER REGISTRATION AUTHORITY 

1. Submits  ORIGINAL IDENTITY DOCUMENTS   
to the Healthcare Provider

2. Verifies information according to NHS employees identity 
standards.

3. Interviews the staff

4. Issues the  SMARTCARD  +  PASSCODE  ,  
and assigns a particular role to healthcare staff

Under the NHS system, the healthcare staff is provided with smartcards to access health 
information of residents. Different staff members have varying levels of access which 
is determined by their role. These smartcards are issued to the staff members by the 
healthcare providers.



Authentication
The authentication process includes the resident using the Verify credential to login and access the desired 
government service. The resident uses either a code sent by the identity provider on their registered mobile or 
landline number, or an M-PIN to authenticate themselves. The government service provider then locates the 
user in its own records and determines whether they are entitled to access the service being requested.

GOV.UK VERIFY

Sl. ESIDENT GOV.UK VERIFY WEBSITE IDENTITY PROVIDER / CERTIFIED 
COMPANY

LOCAL TRANSLATOR (SERVICE)

5. Sends  PSEUDONYMISED ACCOUNT  to 
Government Service Provider

6. Sends  PSEUDONYMISED ACCOUNT  to 
Local Translator (Matching Service)

7. Assigns  NEW PSEUDONYM  to make the 
record unique for each government service, 
to  PSEUDONYMISED ACCOUNT 

Matches  MINIMUM DATASET  with Local 
Account of the Government Service 
Provider

8. Stores association 
between  PSEUDONYM  
and local 
record’s  IDENTIFIER  to 
a persistent table

Expands 
search 
criteria

 
Asks 
Resident for 
additional 
information

9. Redirects Resident to Government 
Service Provider

IF MATCH 
FOUND

IF MATCH 
NOT FOUND

IF MATCH 
STILL NOT 
FOUND

AFTER AUTHENTICATION

Sl. RESIDENT GOV.UK VERIFY WEBSITE IDENTITY PROVIDER / CERTIFIED 
COMPANY GOVERNMENT SERVICE PROVIDER LOCAL TRANSLATOR (MATCHING 

SERVICE)

1. Connects to Gov.UK Verify website

Selects option to sign-in to selected 
Government Service Provider with Verify 
as existing user

Selects Identity Provider/ Certified 
Company with which the Verify Account 
exists

Redirected to Sign-in Page of the Identity 
Provider

Enters   USERNAME  +  PASSWORD  
Provided by the Identity Provider after 
verification 

2. Sends  CODE  to Resident’s Registered 
Mobile/ Landline Number

3. Enters  CODE  
into the Sign-
in Page of the 
Identity Provider

Enters  M-PIN  
into the Sign-
in Page of the 
Identity Provider

4. Associates   USERNAME  +  PASSWORD  
with  IDENTIFIERS (NAME, DATE OF 
BIRTH) 

Transmits  MINIMUM DATASET UNDER A 
PSEUDONYM  to Gov.UK Verify (Central 
Hub)

SECURITY CHECK FOR AUTHENTICATION

OR
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Authentication SMART CARD AUTHENTICATION  
IN UK HEALTHCARE

Sl. HEALTHCARE STAFF

1. Healthcare staff logs on to Summary Care Records through the system in use in their organisation, using their  SMARTCARD  which is PIN and chip enabled,  
used in conjunction with a  PASSCODE  

2. They choose the correct role, if they have more than one. Records can only be viewed by users in whose care the patient is.

3. Search for the patient, using  NHS NUMBER  if possible

4. Ask for the patient’s permission to view the SCR and record it, or choose the emergency access option if the patient is unconscious or can’t answer, and add a note

* Gives roles based access control  codes  to healthcare staff based on how much data they need to access

Within the NHS system, the healthcare staff uses the smartcard along with a passcode 
to log in to the Summary Care Records (SCR). They select their role and search for the 
specific patient using the NHS number. The staff member is required to take the patient’s 
permission in order to view the SCR. In cases of emergency, they can override this step.
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As part of the systems thinking approach, sectoral use cases have been 
mapped to understand how the digital identity system in the UK has been 
conceptualised and implemented. Studying these sectors allows a closer 
look at the various purposes of the digital identity, and how the residents, 
and state and private actors interact with it. The ERAF technique of 
systems mapping has been used for these maps to give a holistic view of 
the system and connections within it. It is an analytical tool rather than a 
representational tool. The ERAF model helps to place the various constituents 
involved in the system and divides them into entities, relationships, 
attributes, and flows. This technique of mapping reveals missing connections 
and flows in a system, and leads to the identification of specific leverage 
points where a small shift can produce a big impact on the system1.

In the ERAF model, entities are the key components. These 
could be individuals, institutions, laws, places, etc. Relationships 
describe the way in which different entities are connected to each 
other. Attributes are characteristics that describe the entities. 
These could be duration, dimensions, costs, etc. The Flows show 
the direction of action between entities. This includes transaction 
of data and resources. Data and its flow within the system, and 
digital identity artifacts have been highlighted in these maps.

1  http://donellameadows.org/archives/leverage-points-places-to-intervene-in-a-system/

ID Artifacts 
being Used

Data

Entities

DATA FLOW

RELATIONSHIPS

Systems Maps / Sectoral Uses

http://donellameadows.org/archives/leverage-points-places-to-intervene-in-a-system/


In the UK employment sector, digital ID is used primarily by job seekers to complete their 
disclosure and barring checks (DBS) — a process required by most employers — while 
applying for jobs. Through GOV.UK, an ID holder can authenticate their identity and 
submit the DBS application, without having to disclose unrelated information  
or provide documents.

Employment

addresses for the last 
5 years, National 

Insurance No., Passport, 
driving Licence, etc.

Application

Application

DBS Records

RESIDENT

Disclosure & Barring
Service
(DBS)

Employer

ACRO 
Criminal 
Records 
Office 
(ACRO)

Responsible Organisations
(RO)

DBS 
Online  

Platform

Gov. UK Verify 
or European Digital ID

SUBMITS

TO

TO

SUBMIT

REQUESTSFROM

PROVIDES

TO

SUBMITS CHECK

REQUESTS  
INFORMATION

SUBMITS VERIFICATION

USED FOR  
AUTHENTICATION

SUBMITS TO

TO

USED FOR  
AUTHENTICATION

MANAGES
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ID holders in the UK can access services such as universal credit and rural payments 
online, and track or manage their applications for them, by authenticating their identity 
through GOV.UK. This circumvents an otherwise tedious process of submitting a physical 
application and accompanying documents.

Finance
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AUTHENTICATE 
USING

TO ACCESS

TO REGISTER
 ON

AUTHENTICATE 
USING

TO ACCESS

SUBMIT

MAKE CLAIM ON

Option 1a

Option 1b

CREATE

After Verify 
authentication
Option 2a

CALL TO REGISTER
Option 2b

After Verify 
authentication

TO
Option 3b

TO
Option 3a

AUTHENTICATE BY 
VISITING

Option 1c

LINKED TO

MANAGES

LINKED TO

MANAGES
USED TO CHECK 
ELIGIBILITY FOR 

RESIDENT

Rural Payments ServiceGov.UK Verify ID

Verify Username + Password

Rural Payments Agency

Universal Credit

Universal Credit 
Username + Password

Rural Payments 
Username + Password

Universal Credit 
Physical Office

Application with 
Bank Account, 

Income, Expenses, 
Rent, etc.

State Pension



PROVIDESTO

USES

SENT TO

PROVIDES USING

TO

FILLS OUT

TO CREATE

TO  
ACCESS

USES

TO ACCESS

STORED IN 

REQUIRES

FROM

ALLOWS

Permission 
to view

Summary Care 
Records

Emergency Access

VISITS

CONTAINS

HAS

ALLOWS

CONSISTS OF

DISPLAYSOpt Out of 
Creating 
Records
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The National Health Service (NHS) has its own digital ID, in the form of an NHS number. 
Through this number, patient data is stored and shared with other healthcare providers, 
and patients can access prescriptions and referrals electronically. This system was 
created to ensure accurate communication between the different healthcare providers a 
patient may seek services from, and to ensure a careful dispersal of medicine.

Healthcare

RESIDENT NHSHealthcare 
Provider

Healthcare 
Staff

SCR Consent 
Form

Option to 
Record 

only Basic 
Information

Option to 
Record 

Additional 
Information

Default

Current medication, allergies 
and previous bad reactions to 

medicines, name, address, date 
of birth and NHS number

SCR Web 
Viewer

e-Prescriptions, 
e-Referrals

Smartcard

NHS Number
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Stakeholders

GOV.UK Verify 
GOV.UK Verify is an identity assurance system 
developed by the United Kingdom Government 
Digital Service (GDS). Verify allows the UK residents 
to log in and access the digital services provided 
by the government.

Government Digital Service (GDS)
The Government Digital Service (GDS), which aims 
at the digital transformation of government, is part 
of the Cabinet Office of the Government of the United 
Kingdom. It runs the GOV.UK website, and works 
with different government departments to build 
platforms, standards, and digital services.

Document Checking Service 
Built by the GDS, the Document Checking Service 
is used by certified providers to check details of 
driver’s licences or passports of residents to make 
sure they are valid during the process of verifying 
their identity. 

Identity Providers
Identity providers or certified companies are a 
set of companies approved by the UK government 
for verifying the residents’ identity. Presently, 
these identity providers are Barclays, Digidentity, 
Experian, Post Office, and SecureIdentity.

Disclosure and Barring Service (DBS)
The Disclosure and Barring Service processes 
and issues DBS checks to residents. A DBS check 
allows employers to check the criminal record of 
a person applying for a job.  The service is aimed 
at safeguarding and preventing unsuitable people 
from working with vulnerable groups. It conducts 
four levels of check; basic check, standard check, 
enhanced check, and enhanced check  
with barred list(s). 

Responsible Organisations (RO)
Responsible Organisations are registered with 
the DBS. Through them, residents can apply for  
basic criminal checks about themselves via a web 
service. An RO captures the details of a basic check 
application in their system, before transferring it to 
DBS. The DBS then issues a certificate which shows 
unspent convictions and conditional cautions  
for the resident.

ACRO Criminal Records Office (ACRO) 
ACRO Criminal Records Office is a national police 
unit that focuses on the management of criminal 
records information in the UK. 

Universal Credit 
Universal Credit is a monthly payment to help 
residents with their living costs. It is meant for 
residents who are on a low income or out of work. 
There is an option of receiving it twice a month for 
people in Scotland. 

Rural Payments Agency
The Rural Payments Agency (RPA) is an executive 
agency of the UK Department for Environment, 
Food, and Rural Affairs (Defra). It makes payments 
to farmers, traders and land owners. It also makes 
payments on behalf of Natural England, and 
manages over forty schemes to help ensure a healthy 
rural economy and strong rural communities.

Rural Payments Service 
The Rural Payments Service is managed by the Rural 
Payments Agency. It is the online service on which 
the residents are required to register to avail of the 
payments.

National Health Service 
The National Health Service (NHS) is the publicly 
funded healthcare system of the UK. It provides 
primary care services, mental health, ambulance, 
social care and hospital services.

https://www.gov.uk/government/publications/introducing-govuk-verify/introducing-govuk-verify
https://www.gov.uk/government/organisations/government-digital-service
https://www.gov.uk/guidance/apply-for-the-document-checking-service-pilot-scheme
http://www.barclays.co.uk/identity
https://www.digidentity.eu/en/
http://www.experian.co.uk/identity-and-fraud/govuk-verify/
http://www.postoffice.co.uk/government-verify
https://secureidentity.co.uk/
https://www.gov.uk/government/organisations/disclosure-and-barring-service
https://www.gov.uk/guidance/responsible-organisations
https://www.acro.police.uk/
https://www.gov.uk/universal-credit/how-to-claim?step-by-step-nav=7c08bbbf-a1ca-4cf5-850d-d9f2c796c750
https://www.gov.uk/government/organisations/rural-payments-agency
https://www.gov.uk/guidance/rural-payments-service-registering-and-updating-your-details
https://www.nhs.uk/
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